How Dealers Access Matrix

1. Go to https://matrix.northern911.com NOTE: website must be used in Firefox or Google
Chrome, DO NOT use Internet Explorer or Edge.

2. Log into two-factor authentication using the Matrix username and authentication pin
provided by the monitoring station Alarm Coordinator

Authentication Required

Please enter your credentials to continue

Usemame: |

Password: |

3. Enter the authentication token

received by e-mail and/or SMS
Authentication Required
Please enter your token code to continue

Toencoder [ |

4. Log into Matrix using the Matrix username and Matrix password provided by the
monitoring station Alarm Coordinator.

Enter Your Login

Passwor rd

= IVEATTFRIDG oo

Once logged in, users will see the Data Entry screen.

;;;;;

User: melp, Turminal: shiu
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https://matrix.northern911.com/

6. From this screen users can bring up a customer’s account by entering the account
number in the Account Number field in the Selected Subscriber section. If the user
entered an account number and presses enter the information will load.

Select Subscriber

|Account Number ox+ G0
Company Name

Dealer

Address

Additional Address

Revised On By

7. If the account number is not known the user can click the magnifying glass beside the
Account Number field and a lookup window will come up. From here the user can
search by any of the fields shown like customer name, address, etc.

User: melp, Terminal: xhlu

Select Subscriber

Account Number Search x

‘sjauer) [1 side Ipactive Accounts [
== R
L

Comprehansive Sasrch

8. For example, when entering Test in the Company Name field and pressing enter, the
results will show any account name that starts with the word Test. From here the user
can choose the account to open by double clicking on it.

Account Number Search

Comprehensive Search (slower) [

Hids Inactive Accounts []

-----

—— > suoH
TSi58888 i OR TREN a1 WORTH BAY v
71005153

= suoauRY

9. The customers information will then be populated on the main screen. There are
different tabs to show different types of information.
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10. The Subscriber tab will provide the user with the customer’s name, address, premise
phone number on the left-hand side of the screen.

User: melp, lerminal: xni

Select Subscriber Account History Pending Alarms(0 of 1)

Account Number [ EEEHEEE® % + 0

Company Name ~ TEST ACCOUNT

Dealer NO11 NORTHERN 811
Address 123 MAIN ST
Additional Address
SUDBURY ~ ON P3N 3F6
Revised On 12/5/2018, 11:54:06 AM By 732

Messages

ACCT HAS SUBSCRIBER NOTES
Subscriber is Locked and cannot be edited.

Subscriber | Contacts ~ Zonmes  Schedules  Notes  Calllists  NotifyLists ~ Queued Changes

General

Additional | Handling = Timers Identifiers ~ Accounting  Groups
Account Number 77777777
L1 Active Yes
pealer Start Date 1

Inactive Date
Sortey baneiTpe  [viom ]
wess  fm] [ Commires [ —serre]
Additional Address Default Zone

Chart List

|

| Use Two Way No
City B State/Prov [oN | ZIP [Pa 376 Supervise
‘ ] = e
Country ChaROR ¥ - The system handles ALL open/closs signals regardless of a schedule.
County [ Use Operator
Cross Street Locks Yes
Time Zone Eastern U.S.2. Print Passcode
Premises Phone [(705) 123-1234 | Format [ (0X) Xx-xox | Monitoring Branch
cotero i Tk Grouping ||
™ x ¥
vt | | a., Cx v
Custom Account  No
Misc Info 2 [ |

Force Note
Captcha

No

Linked Zones [ - Ho, o not Link zones bewween accounts

The right-hand side of the screen has a number of tabs with more information about the
customer’s account. The Additional tab provides information on the panel type, as well
as the start date/inactive date and other programming information.

Additional | Handing = Timers  Identifiers ~ Accounting  Groups
Active Yes
Start Date

Inactive Date

UL Grade —‘
Panel Type VISTA 4110
Comm/Res [f - Residential]
Default Zone 1

Use Two Way No

Supervise
Schedule
N - The system handles ALL open/close signals regardless of a schedule.

Use Operator
Locks Yes

Print Passcode - Uses Dealer Passcode Flag

Monitoring Branch [DIc|
Track Grouping

)
CxJv[J

Custom Account  No

Force Note
Captcha No
Linked Zones N - No, do not link zenes between accounts

Latitude
Longitude

The Handling tab has information about signal handling, most of these are defaults on
all accounts. The Use Areas will most likely be the only field that changes on this screen.
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Additional | Handling | Timers  Identifiers = Accounting = Groups

Use Wildcards Yes

Use Areas N - Do Not Use Areas
Use Extended

signals No

Use E/E Delay in

Zones Yes

Storm Mode

Immune No

Generate Signal
on Test

Contact List by
Area No

Voice Immune No

Catch Late To
Alarms Yes

Delay Signals O

The Timer tab indicates if the account is set up with a test timer, and the test frequency.

Additional Handling Timers Identifiers Accounting Groups

Any Signal is a

Test
Test Span
Hourly Test

Hrs/Days/Weeks
/Months between
tests (##£#/##D
JEEW/EEM)

The Identifiers tab has a number of different fields used internally or when dispatching.
Acct Class is most often used to identify accounts that have Cell Backup/GSM. If the
customer has a lock box code it would be entered in the Lock Box field, additional
information about the location would be entered in the notes. Some police departments
require a permit number in order for the monitoring station to dispatch to a residence,

if the customer has a permit it would be listed in the Permit # field.

Additional Handling Timers Identifiers Accounting Groups

Ident #1 TEST

Acct Class
Idenitifer 3

Lockbox Code
Permit #
Program #

Subscriber Identifiers

COUNTY

UL - LINE SECURITY
UL - DESIGNATED B

RESPONSE TIME

SIMS ACCOUNT [
NUMBERS

The Accounting tab is not used by our company.
The Groups tab would list any sub dealers that the account is linked to. These sub dealers are

used to group accounts that have the same responding parties and procedures, like school
boards, companies with multiple locations, etc.
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Additional ~ Handling  Timers  Identifiers = Accounting | Groups

e ry— Tt Demantion P
\ T [ T [ -

[|recev RECEIVER TEST ACCOUN

[J/scroo PUBLIC SCHOOL BOARD

page 1 Jor 1 Views-2ofz

11. The Contacts tab lists all the different types of contacts for the customer’s account. There are
multiple tabs here to separate the types of contacts. Contacts lists the responding parties on the
customer’s account.

Subscriber | Contacts | Zonmes = Schedules = Notes  Calllists ~ Notify Lists ~ Queued Changes

Contacts | Premises  Authorities  Groups

Contact Name & Personal Infa Gpening 1D Phone Number Passcade

JaNE DOE (705) 889-7754. 5348

Premises lists the number(s) to reach the customer’s premise.

Subscriber | Contacts | Zones — Schedules = Notes = CallLists = Notify Lists = Queued Changes

Contacts | Premises || Authorities ‘ Groups

-
[ Jx [ Jx [ Jx | Jx

Authorities lists the responding police/fire/ambulance agencies.

Subscriber | Contacts | Zones — Schedules ~ Notes  Calllists  NotifyLists ~ Queued Changes

Contacts ~ Premises | Authorities | Groups

[ J [ x| Ix [ 1= [ Jx [ Jx [ ]x
T T N T e Y A R

Group lists the contacts from the sub dealer, if applicable.

12. The Zones tab lists all the zones listed on the customer’s account. There are some sub tabs on
this screen as well that indicate programming on certain zones/types of alarms. The
programming information is indicated in the notes as well.

Subscriber  Contacts | Zones | Schedules = Notes — CallLists = Notify Lists = Queued Changes

Zones | AreaDescription  Delay Signal By Type  App Service Action By Type ~ Notify By Type  Custom Chart Codes

S -] =1 = =T ] — — =
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The Alarm Signal column will show the zone number(BAO1, E130001, etc.).

The Event Type column replaces the mnemonics, 003 replaces BUR, 001 replaces FIR, etc.

The Code Description will show the type of signal.

The Zone Description will show the description of the zone.

The Call list will show what call list is associated with the signal. The user will this column will be
labeled as BURG, FIRE, MEDIC, NOTIFY, etc. The call list determines the order the numbers will
come up when a signal comes in.

The Alarm Category column is usually N; other categories are not typically listed on the zone list.
The Sig Req column advises if the signal will be handled by an operator or auto logged. If it's O it
stands for Operator handled and if it’s S its system handled.

13. The Schedules tab will show schedule information if the customer is set up with a supervised
schedule.

Subscriber  Contacts ~ Zones | Schedules | Notes  Calllists  NotifyLists = Queued Changes

From Day From Time To Day To Time Late To Day | LateTo Time | Opensd Late Gen Lo Gen e Once/m: m

Type 4 any | Float Time | User 10 Are=
[P Jx [ IE J= [ Jx [ Jx [ J= [ I [ Ix [ Jx | [ I o P e P —

14. The Notes tab lists any notes on the customers file, there are different types of notes.
The Subscriber tab lists any permanent notes on the customer’s file.
The Temporary tab lists any temporary notes/procedures.
The Site Directions tab lists any programming notes, this is mostly used by our Data Entry team
when there is any thing that deviates from the standard dealer procedures.
The Group tab lists notes if the account is linked to a sub dealer.
The Zone Type and Service tabs are not used by our company.

Subscriber ~ Contacts ~ Zomes ~ Schedules | Notes | Calllists  NotifyLists ~ Queued Changes

15. The Call Lists and Notify Lists tabs show if there are any changes to the default call lists and if
there are any notify lists for e-mailed signals.

16. The Queued Changes tab is not used by our company.
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17. To view history on a customer’s account the user must move to the history screen. Click on the
Matrix drop down menu on the left-hand side of the screen.

User: e, Tesminal: xhi
pr—— Punding Alarms{o of @)

20151001 12073 apw
2011001 12077 ity

Nty tiots

Once the menu appears choose History; the user can open history in 2 ways either by clicking on it
and it will replace the current tab, or right click and open in a new tab. If opening history in a new
tab the user can go back and forth between the customer’s information and history easily without

reloading the account information.

’
Matrix ~

Data Entry

Live History Scroll

o

Select Dealer S

History *’

Report Manager

0On Test

18. Once on the History screen the customer’s account number will have to be entered in the
Account Number field, or the account can be searched by using the magnifying glass, using the

same process as above.

19. Once the account is loaded it will show the recent history, it is defaulted to show the last 7 days.
The user can change the date range in the Start Date and Stop Date fields.

History .
Start Date [09/24/2019 [ Stop Date [10/02/2018 |t § Only Opr Handied []  More Details [ | search View Map
d Seia Cods Zone Code 2 Ares

Type 5 Receive: e Zone Cods 1 History Text Res Audio

[ % [ ]x [ J= [ Jx [ ]x [ Jx [ = [ x

e 10/01/19 o 03 BURGLARY FRONT DOOR 10

10/01/13
DELDIS o OFF TEST

10/01/13
13:56:08 on TesT
10/01/13

12107138 AUDIT DETAILS FOR Hourly Test

10/01/13

12107138 AUDIT DETAILS FOR Subscriber Information

ADDDIS
AuDIT

AUDIT

3 CSV g POF (0 Columns ,* Rename [ Save g Details PDF & Include/Exclude 4 More Options
& Reload

Page [ Jof 2 View1-70f7

The Type column shows the type of signal received.
The Received column shows the date and time the signal was received.
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The Seia Code, Zone Code 1, Zone Code 2 and Area
received (ex: BAO1, E130002, etc.)

columns show the actual code for the signal

The History text column will show a short description of what type of signal was received.

The Res column shows the resolution code, what the signal was dispositioned at.

20. The user can double click on a signal to view details and recordings
| Details for BURG on 77777777 EH
10/01/1% TUE Name: TEST RCCOUNT Acct: 77777777 Dlr: N911

14:04:36 JIGNAL BRECEIVED: | Vo 03 732
BURGLARY FRONT DOCR
14:04:49 CALL TREER RECV'D 732
14:09:45 CALLED TEST ACCOUNT DIRLED ({705) 123-1234 732
ANSWERING MACHINE-LEFT MESSAGE
CALL COMPLETED 14:09:56&
14:10:13 CALLED TEST ACCOUNT DIRLED ({705) 123-1234 732
CONTACTED
CALL CCMPLETED 14:10:21
14:10:18 JOHN SMITH - PASSCODE VERIFIED 732
14:10:42 ADDED MESSAGES 732
called premise/john/valid code/advised
false alarm
14:10:42 ALARM RESOLUTICN 732
FALSE ALARM/SUBSCRIBER
21. The user can also view live history for accounts currently sending signals by going to Live History
Scroll.
Matrix « ’ =
Data Entry

e ristory Srol e

T T

History

Report Manager
On Test

Live History Scroll
Updating Live - 2019-10-01 14:13:00

ount fambar

ate

31885

smwTram

1548785,
rasres.

33862201

MELANIE PORTELANCE

T T
NIT® 2ub Activity Catactnd 2019-10.01 14112028

LOG OMLY COMM, TROUBLE - KO DATA 2015-10-01 14110137

ALARM ACCOUNT CANGED FAOM 1536109 TO 1511013

2013-10-01 14110108

AUDIT DETAILS FOR Contact &ighta
AUDIT DETAILS FOR Gontact Information
AUDIT DETAILS FOR Contact Infermation
O OMY ERACR TN TRANSMISSION
AUDIT DETALLS FOR Contact Rights

AUCIT DETAILS FOR Contact Information 2019-10-01 14:06:29

ALARM ACCOUNT CHANGED FROM SUDMON TO 1311120 2015-10-01 14,0413
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22. Once the user is ready to log out click the red Logout button on the bottom left-hand corner of
the screen.

User: melp, Terminal: xhlu
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